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(57) A system and method for providing anonymous 
voice communications using the telephone network 
(130) under the direction of an on-line data network 
(100). A call broker (210) receives call setup information 
from on-line session participants, such as chat room 
participants, after providing callback telephone num- 
bers and, as appropriate, billing information. In one il- 
lustrative embodiment, a user (the call initiator) present 
in a chat room session establishes a data connection to 
a telephone company site using, e.g., an Internet web 
browser to establish a Call Broker session. The Call Bro- 
ker then provides session information (such as a tele- 
phone company URL) and a Participant Authorization 
Code (PAC), which information is passed to a selected 
chat participant in the current chat room. When the cho- 
sen participant uses the received URL to access the tel- 
ephone company site, and enters the received partici- 
pant code and a call-back number, the telephone com- 
pany completes voice links to the initiator and the se- 
lected participant and bridges these links together. Oth- 
er embodiments permit adding additional parties, and 
engaging the chat server to negotiates with the Call Bro- 
ker to establish a PAC that is made available to all chat 
participants. These and other embodiments of the 
present invention permit participants in an on-line chat 
or similar text-based session to retain their anonymity 
while extending their communications to voice calls. 
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Description 

Field of the Invention 

[0001] This invention relates to a method and appa- 
ratus for providing telephone communications using on- 
line communication links to select and setup telephone 
connections while maintaining anonymity of calling and 
called parties. 

Background of the Invention 

[0002] Current computer network communications 
permit users to communicate with one another anony- 
mously over dialed-up or other access lines. For exam- 
ple, on-line service providers allow users to connect 
their personal computers (PCs) together for purposes 
of anonymously communicating with one another. On- 
line service users can elect to participate in on-line text 
discussions using channels or "virtual rooms" devoted 
to discussions on general or specific topics. In such vir- 
tual or "chat" rooms (or a number of similar constructs) 
text "chats" take place in which users send text to one 
another or just observe ("listen"). Once a chat session 
is in place, on-line service users may elect to enter or 
exit a session at will. Generally, a list of users taking part 
in a chat are listed or otherwise indicated on each ses- 
sion user's computer screen. User identities in these 
lists usually take the form of "nicknames" or "handles" 
to preserve user anonymity, a hallmark ot chat and many 
other forms of on-line communications. 
[0003] Chat rooms are devoted to myriad subject ar- 
eas selected by a service or system operator, or by the 
participants themselves. Procedures are in place in 
many of these on-line venues to request the establish- 
ment of a particular subject chat room for a fixed time 
or indefinitely. More recently, features such as "sub- 
chats" or "private chats" have been provided in some 
on-line contexts by which a subset (self-selected or up- 
on request by others) of the on line chatters are moved 
to a separate chat (virtual) venue. 
[0004] Another feature available in some chat ses- 
sions is "Instant Messaging" or similar-named facility by 
which one user in a chat session is able to send direct 
messages to one or more other users taking part in the 
chat. Thus, if side comments not appropriate for general 
observation are desired between two users, selection 
(usually by a screen message button) of the instant mes- 
saging feature results in a window on the selecting us- 
er's computer screen along with prompts for the intend- 
ed message recipient and the content of the message. 
When the message originator completes these fields 
and a Send (or simitar) screen button is pressed (clicked 
on), the message is sent privately to the intended recip- 
ient using the hosting message functionalities. Typical 
uses of these instant messages include setting up pri- 
vate chat rooms and inviting others to join. 
[0005] While the chat sessions described above are 



all text chat rooms, i.e., all communication is via text 
messages between the chat session users, provision 
has been made of late for Voice Chat rooms. In typical 
voice chat rooms a number of users participate in a man- 
5 ner similar to a discussion by way of a telephone con- 
ference call. Often, in a voice chat room, there is no sin- 
gle host user - so voice inputs are often made simulta- 
neously by more than one user. The result is sometimes 
that voice input, or some of it, is lost. Overall, however, 
10 modest sized conferences can proceed without unto- 
ward confusion or congestion. 
[0006] The mechanism by which such voice chat ses- 
sions operate is usually the same or very closely related 
to those used in text chats. Thus, a functional voice chat 
is "layer" can be added over what is basically a text chat 
session control mechanism. This is desirable because 
the chat server requires minimum changes to effectuate 
the voice capabilities. Moreover, such voice chats pro- 
ceed entirely within the chat server (or servers for dis- 
tributed chat networks). No connection to the telephone 
network (other than a datalink via modem or the like if 
no other connection to a data network access point is 
available) is required. While such voice chat conversa- 
tions typically prove satisfactory for many purposes, pri- 
vate voice chat room functionality has not emerged. 
Among the factors contributing to this condition are the 
not -always-satisfactory quality of data network voice 
transmission, network host capacity and complexity of 
changes at such network chat hosts. 
[0007] One approach to introducing voice communi- 
cations between chat session users or in other commu- 
nications settings is described in a co-pending patent 
application entitled "Anonymous Voice Communica- 
tions" by R.B. Leipow, Ser. No. 08/573865, filed July 2, 
1 996 and assigned to the assignee of the present appli- 
cation. In that application, which is hereby incorporated 
by reference in the present application as if set forth in 
its entirety herein, a trusted agent is used to establish 
voice communications between on-line parties while 
maintaining anonymity of the parties. The trusted agent 
is illustratively implemented as an adjunct to processor 
functions at a network server, such as an on-line chat 
server. 

[0008] While efforts to achieve anonymous telephone 
communications between users in contexts like on-line 
chat sessions have proven possible, such efforts have 
generally required significant modifications at an on-line 
server that are applicable only to voice chat participants. 
Thus, in such contexts telephone functionality not oth- 
erwise used at a chat server is required to effect the de- 
sired anonymous voice communications between chat 
users or others similarly situated in other communica- 
tions contexts. 



[0009] The present invention overcomes limitations of 
the prior art and achieves a technical advance in pro- 
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shown connected to the PSTN cloud 130. For discus- 
sion purposes these two telephone sets will be assumed 
to be co-located with the associated PCs or other termi- 
nals connected to the data network cloud 100. 
[0020] I n typical operation of the data network and da- 
ta terminals {e.g., PCs) 101 , 102, 113 and 115 may be 
participating in a text chat session through the chat fa- 
cilities of on-line server 110 and/or one or more of the 
other servers cooperating to provide the chat service. 
For simplicity of presentation, it will be assumed that the 
entire chat session is controlled from server 110, but it 
should be understood that the chat (or similar text meet- 
ing functionality) can be provided by a number of widely 
distributed networked servers. 

[0021] During the course of the chat session one of 
the typical chat participant at terminal 1 02 is desirous of 
establishing a voice conversation with the chat partici- 
pant at terminal 113. In accordance with aspects of il- 
lustrative embodiments of the present invention com- 
munications in or deriving from the on-going chat ses- 
sion are employed to establish such a telephone con- 
versation between mutually consenting chat partici- 
pants. Two-party or more comprehensive telephone 
calls (e.g., conference calls) can also be established 
among willing chat participants, as will be seen in the 
following description. 

[0022] Each of the potential telephone call partici- 
pants is assumed to have an available telephone line. 
For the initial description a two-party telephone call will 
be assumed, with the parties having telephone numbers 
(973) 555-3333 (for the user at terminal 102) and (732) 
555-4444 (for the user at terminal 1 1 3). It may also occur 
that one or both of these chat participant locations may 
have but a single telephone line, which line is in use for 
providing access to the terminal chat session. In such 
cases, provision is made to have the telephone call set- 
up accomplished in such manner that the on-line chat 
participation (and other on-line communications) can be 
terminated or suspended, thereby freeing up the phone 
line for the desired telephone call. 
[0023] In initiating the establishment of a telephone 
call between chat participants at locations 102 and 113, 
the party seeking to establish the call (the "initiator") us- 
es standard Internet browser functionality to establish 
contact with a Call Broker. The Call Broker functionality 
can be associated with the on-line server, the public 
switch or another person or entity. For present illustra- 
tive purposes, the Call Broker is assumed to be associ- 
ated with the telephone company, as represented by the 
public switch 140. In FIG. 2 Call Broker 210 is shown 
intermediate the on-line switch 1 1 0 and the public switch 
140. 

[0024] Call Broker 210 may illustratively be a separate 
programmed hardware element, such as a telephone 
network node arranged to receive data messages from 
data network 1 00 and forward telephone network sign- 
aling information to the PSTN using standard telephone 
signaling techniques, such as Signaling System 7 



(SS7). Alternatively, Call Broker 210 may be an adjunct 
co-located with a PSTN switch, or it may be part of such 
a switch. Access to the Call Broker through the on-line 
browser session is accomplished in normal fashion, as 

5 by selecting a browser button (or favorite or bookmarked 
location) using browser or equivalent functionality at the 
user terminal. As shown in FIG. 2, the data network serv- 
er(s) 110 hosting the chat server session is in commu- 
nication with the Call Broker 210 using the facilities of 

10 the data network 100, whether the Call Broker is at a 
telephone company location or not. The availability of 
such communications avoids any requirement that the 
Call Broker and the chat server have a special relation- 
ship, such as being part of some integrated complex of 

'5 servers. 

[0025] Communication between the telephone call in- 
itiator (102 in FIG. 1) and the Call Broker 210 includes 
the presentation to the Call Broker 210 of billing identi- 
fication, such as a telephone company calling card 
number, debit card number (or other pre-paid calling da- 
ta) or credit card number or the like which is subject to 
validation by the Call Broker 210 in standard fashion. 
For example, such validation can be accomplished 
through the PSTN via public switch 140 to credit card 
validation databases. Alternatively, Call Broker 210 may 
employ the data network 100 or some other data net- 
work (not shown) to convey query and response mes- 
sages between the Call Broker 210 and the credit card 
authorization database. When calling card billing iden- 
tification is used messages can be sent through the 
PSTN to a telephone company network database for au- 
thorization, as is well known in the art. 
[0026] Also sent to the Call Broker 210 in FIG. 2 by 
the telephone call initiator is a callback number, in this 
example, (973) 555-3333. The response to the request 
to initiate a telephone call, assuming the request for bill- 
ing authorization is approved, is a call control applet sent 
from the Call Broker to the initiators location to further 
control the establishment of the telephone call. Further, 
the Call Broker 210 forwards to the initiator session in- 
formation, typically in the form of the same URL as used 
by the initator - though a separate identifier can be used. 
Also sent by the Call Broker to the initiator is a Partici- 
pant Authorization Code (PAC). PACs advantageously 
are time limited, i.e., if not used in a predetermined time, 
they expire and are unusable, and may not be used by 
more than one telephone call participant. 
[0027] When the session identification and PAC data 
are received by the initiator, they may be forwarded by 
the initiator to the selected called party, typically using 
instant messaging or a text discussion in a private chat 
room set up with the selected chat participant. With the 
session information and PAC available, the selected 
(called) chat session participant can become a party to 
the desired telephone call by contacting the Call Broker 
210 using the session information, and providing the 
PAC and a callback number (in the example in FIG. 1, 
(732-555-4444)). When the Call Broker 210 is satisfied 
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that the information provided by the selected called par- 
ty is in order, the Call Broker 210 signals the telephone 
company (represented by switch 140) to call both the 
initiator's telephone number and the called party's tele- 
phone number. In the present example, the initiator will 
be responsible for payment of all telephone call charges. 
[0028] While the preceding example embodiment of 
the present invention has been based on calling be- 
tween an initiator and a called party, it will be understood 
that the same principles and techniques may be used 
for multi-party calling. Thus the initiator may seek PACs 
for a plurality of different potential called parties. To min- 
imize the possibility of misuse, a different PAC will typ- 
ically be used for each called party. PACs for a number 
of potential called parties may be sent in one message 
to the initiator, or separate requests for PACs may be 
used - as the Call Broker and/or telephone company 
may require. 

[0029] In an alternative bitting arrangement, the com- 
munications between the potential called party(ies) and 
the Call Broker may include a request by the Call Broker 
for billing information. In these cases, the potential 
called party will pay a portion (or all) of the call charges. 
Thus, the nature of the PACs requested and sent to the 
initiator can vary, and need not be all of the same kind: 
one PAC may carry with it an authorization for the initi- 
ator to be charged for a called party's portion of the 
charges, while a second (or other) PAC may require that 
the called party agree to pay for some or all of the charg- 
es. 

[0030] In a further variation of the billing arrange- 
ments, a called party already participating in a telephone 
call setup as described above, may receive agreement 
from other participants in the telephone call to add one 
or more additional parties to the call. In such circum- 
stances, that party may launch a further message to the 
Call Broker using an "add a party" button and again ne- 
gotiating billing information. In these circumstances, the 
Call Broker may poll the initiator (and some or all other 
existing participants in the telephone call) to determine 
if there is any objection to the adding of additional par- 
ties. In such Call Broker queries, the party proposed to 
be added will typically be identified from among other 
text chat session (or other) on-line users, and the billing 
basis will typically be announced. Unanimity (or no ob- 
jections heard, or some other criteria) among existing 
telephone conversation parties (or only those being 
billed) will be usually be required before the Call Broker 
210 will permit any such call participant to be added. 
[0031] In the foregoing illustrative embodiments, the 
participation of the on-line server in establishing tele- 
phone voice conversations is minimal. In fact the on-line 
server involvement has been primarily in standard mes- 
sage passing operatbns between the text chat partici- 
pants and the Call Broker Further, in the illustrative em- 
bodiments described thus far, the Call Broker function- 
ality has been assumed to be within the telephone com- 
pany realm. In some circumstances, however, it proves 



convenient to include certain Call Broker functionality in 
the on-line server (s) providing text chat functionality, or 
in some non-telephone company server. 
[0032] In one illustrative embodiment of the present 

5 invention involving the on-line server(s) to a greater de- 
gree than the preceding example embodiments, no par- 
ticular on-line text chat participant initiates telephone 
call participation. Rather, the chat server(s) establish a 
parallel voice chat room for some or all text chat ses- 

io sions that are established. In one particular illustrative 
embodiment of this general type, a sub-chat or private 
chat venue (room) is set up at the request of participants 
of the text chat session. 

[0033] When the on-line server 1 1 0 sets up a text chat 
is room that permits the establishment of telephone con- 
nections between participants (a voice-enabled chat), it 
typically concurrently establishes a Call Broker session 
on the on-line server (or at another non-telephone com- 
pany location). For simplicity of presentation, the Call 
Broker will be assumed to be associated with the on-line 
server. Thus, for example, in the representation of FIG. 
2, the Call Broker functionality 210 is associated with 
processes running on the on-line server, which process- 
es include messaging or SS7 (or other telephone) sig- 
naling functionality for communicating with a telephone 
switch or switches. Upon receipt of well-known signaling 
messages (or other agreed-upon messages) the tele- 
phone switches set up the calling links and bridges as 
required. 

[0034] The voice session is advantageously initialized 
in an exchange of messages between the chat server 
session running on an on-line server and the Call Broker 
session on that or another server in a server network 
interconnected by data network 100. The transaction 
between the chat server and Call Broker identifies to the 
Call Broker those potential participants in a voice ses- 
sion (here, a telephone call) in preparation for further 
negotiation between the Call Broker and client sessions 
for each of the chat room participants. 
[0035] In a typical embodiment, the text chat clients 
running on the chat participants' PCs or terminals allows 
a participant in a voice-enabled chat to then negotiate 
with the Call Broker running on the server(s). Commu- 
nications between the respective text chat clients in a 
voice-enabled chat session and the Call Broker 210 
then include the same billing approval operations and 
callback information as before, but advantageously also 
include data identifying (by nickname, etc.) existing tel- 
ephone call participants. Individual participants may ad- 
vantageously indicate willingness to pay for telephone 
call connections to other users, as by completing addi- 
tional billing form screen elements (e.g., checking "will 
pay all telephone charges" or "will pay for (identified) 
chat participants") as well as the usual calling card, debit 
card or credit card information and the like. Other billing 
arrangements may, of course, be made for some class 
.of users, or participants in some particular text chat ses- 
sions. In all cases, though, the use of the Call Broker 



25 



30 



35 



40 



45 



50 



5 



9 



EP 0 984 608 A2 



10 



allows anonymity of the participants to be maintained. 
In one particular case, billing for all participants in a tel- 
ephone call can be made to a third party, including, in 
particular, the party providing the chat server. This latter 
party can, of course, arrange compensatory billing from 
the users through a subscription or other relationship. 
[0036] In any event, as the Call Broker session run- 
ning on the on-line server receives authorization to bill 
telephone calls to participants, it provides messages or 
telephone signaling information to a telephone company 
switch such as switch 1 40 to establish the required con- 
nections. The switch, as in the other examples, provides 
bridging between telephone links to the authorized tel- 
ephone call participants. Such bridging will be accom- 
plished locally at the switch 140 or elsewhere in the tel- 
ephone network, as is well known in the art. 
[0037] When an on-line text chat participant gains ac- 
cess to an on-line server using the only available tele- 
phone line (the line having the callback number provided 
to the Call Broker), the actual callback is advantageous- 
ly delayed until the on-line session is paused or termi- 
nated, thereby freeing up the line associated with the 
callback number. 



Claims 

1 . A call broker comprising 

means for receiving first messages from on-line 
users, said users including text chat session us- 
ers, each said first message including a request 
to identify a telephone call session maintaining 
the anonymity of chat participants, 
means for sending a second message in re- 
sponse to each said first message, each said 
second message identifying a telephone call 
session, 

means for receiving third messages from on- 
line text chat sessions, each said message in- 
cluding callback information allowing the estab- 
lishment of a telephone link to one of said chat 
participants, and 

means for sending control messages to a tele- 
phone network identifying callback information 
associated with at least two chat participants 
and authorization to complete connections be- 
tween said at least two chat participants. 

2. The call broker of claim 1 , wherein said first and 
third messages originate from on-line chat clients. 

3. The call broker of claim 2, wherein said second 
messages are sent to on-line chat client sessions 
and further comprise at least one Participant Au- 
thorization Code (PAC). 

4. The call broker of claim 3, wherein at least some of 



said third messages further comprise a identifica- 
tion of a telephone call session . 

5. The call broker of claim 3, wherein at least some of 
5 said third messages further comprise a PAC. 

6. The call broker of claim 1 , wherein said first mes- 
sages identify all participants in a text chat session. 

io 7. The call broker of claim 6, wherein said means for 
sending response messages comprises means for 
sending messages to an on-line chat server ses- 
sion. 

75 8. A method for establishing an anonymous telephone 
call involving participants in an on-line text chat ses- 
sion comprising the steps of 

receiving a request from one of said partici- 
20 pants to set up a telephone call connecting said 

one of said participants and at least one select- 
ed participant from among others of said par- 
ticipants, 

sending a message to said one participant, said 
25 message comprising a telephone call session 

identifier and at least one Participant Authori- 
zation Code (PAC), 

receiving PAC and callback information from at 
least one of said selected other participants, 
30 and 

sending control information to a telephone net- 
work to establish telephone links to said initiat- 
ing participant and each of said selected other 
participants from whom said PAC and callback 
3$ information was received, and to bridge said 

telephone links together 

9. The method of claim 8, wherein said one of said par- 
ticipants is an initiating participant. 

40 

10. The method of claim 8, wherein said PAC is re- 
ceived by said at least one of said selected other 
participants using instant messaging. 

45 11. The method of claim 8, wherein said PAC is re- 
ceived by said at least one of said selected other 
participants using a private chat venue. 

12. The method of claim 8, wherein said at least one of 
so said selected other participants consists of one par- 
ticipant. 

13. The method of claim 8, wherein said control infor- 
mation is sent in common channel signaling form. 

ss 

14. The method of claim 9, wherein said telephone link 
for an initiator or selecected other participant is 
bridged together only if the telephone line identified 
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by said callback information for said selected other 
participant is idle. 

1 5. A method for establishing an anonymous telephone 
call involving participants in an on-line text chat ses- s 
sion comprising a server chat session hosting a plu- 
rality of remote client chat sessions, said server 
chat session being enhanced by a Call Broker ses- 
sion, said method comprising the steps of 

w 

receiving requests at said server chat session 
from each of a plurality of said client chat ses- 
sions to set up a telephone call connecting par- 
ticipants associated with each of said client 
chat sessions, is 
sending a message to each of said participants 
from whom a request is received, said message 
comprising a telephone call session identifier 
and at least one Participant Authorization Code 
(PAC), 20 
receiving at said Call Broker session from each 
of a plurality of said client chat sessions said 
PAC and callback information for the telephone 
associated with respective client chat sessions, 
and 25 
sending control information to a telephone net- 
work to establish telephone links to said initiat- 
ing participant and each of said selected other 
participants from whom said PAC and callback 
information was received, and to bridge said 30 
telephone links together. 

16. The method of calim 15, wherein said plurality of 
participants consists of one participant. 

35 

17. The method of claim 15, wherein said control infor- 
mation is sent in common channel signaling form. 

1 8. The method of claim 1 5, wherein said telephone link 

for participant is bridged together only if the tele- 40 
phone line identified by said callback information for 
said selected participant is idle. 
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